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ABSTRACT

To achieve the high-speed implementation of post-quantum cryptography, primitive operations should be tailored to the
architecture of the target processor. In this paper, we present the optimized implementation of multiplier operation on
RISC-V processor for post-quantum cryptography. Particularly, the column-wise multiplication algorithm is optimized with the
primitive instruction of RISC-V processor, which improved the performance of 256-bit and 512-bit multiplication by 19%
and 8% than previous works, respectively. Lastly, we suggest the instruction extension for the high-speed multiplication on
the RISC-V processor.
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Table 1. Purpose of registers in RISC-V
processor
Register Purpose
x0 zero register
ra (x1) return address
sp (x2) stack pointer
gp (x3) global pointer
tp (x4) thread pointer
a0-aT function arguments and
return value
s0-s11 saved registers
t0-t6 temporal registers

Table 2. Instruction set for RISC-V processor

Instruction Description

add add

addi add immediate
sub subtraction
sltu set less than unsigned
li load immediate
mv move
SW store word
Iw load word

bne branch not equal
mul multiply

mulhu multiply upper half
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Table 3. 32-bit multiplication on RISC-V
processor (macro_mul_32)

mul c0, a0, b0
mulhu cl, a0, b0

Table 4. Purpose of registers in RISC-V
processor for implementation of multiplication

Register Purpose
memory pointer and loop
a0-ab
counter
s0-s11 argument and result
t0-t6 temporal registers
ra carry
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Table 5. Initial stage of 64-bit multiplication on
RISC-V processor (macro_mul_64 _init)

//32-bit wise multiplication
macro_mul_32 a0, b0, ¢0, cl
macro_mul_32 al, bl, ¢2, c3
macro_mul 32 a0, bl, t0, t1
macro_mul 32 al, b0, t2, t3

//first accumulation
add cl, cl, t0
sltu t4, cl, t0
add cl, cl, t2
sltu t5, cl, t2
add th, tb, t4

//second accumulation
add c2, c2, th
sltu t4, c2, tb
add c2, c2, tl
sltu th, c2, tl
add c2, c2, t3
sltu t6, c2, t3
add th, tb, t4
add t6, t6, t5

//third accumulation
add c¢3, c3, t6
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Fig. 1. Column-wise multiplication for RISC-V
processor (3-limb cases; each limb represents
64-bit wise word)
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Table 6. Middle stage of 64-bit multiplication on
RISC-V processor (macro_mul_64_mid)

//32-bit wise multiplication
macro_mul_32 a0, b0, q0, ql
macro_mul_32 al, bl, q2, q3
macro_mul 32 a0, bl, t0, t1
macro_mul_32 al, b0, t2, t3

//first accumulation
add c0, c0, q0
sltu t4, c0, q0
add cl, cl, ql
sltu t5, cl, ql
add cl, cl, t4
sltu t6, cl, t4
add t6, t6, th

//second accumulation
add cl, cl, t0
sltu t4, cl, t0
add cl, cl, t2
sltu t5, cl, t2
add t5, tb, t4
add t5, t6, t5

//third accumulation
add c2, c2, th
sltu t4, c2, tb
add c2, c2, t1
sltu th, c2, tl
add c2, c2, t3
sltu t6, c2, t3
add th, t5, t4
add t6, t6, th
add c2, c2, g2
sltu t5, c2, q2
add t6, t6, th

//fourth accumulation
add c¢3, c3, t6

sltu t5, ¢3, t6

add c3, ¢3, g3

sltu t6, ¢3, q3

add t6, t6, th

add carry, carry, t6
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Table 7. Code for timing measurement in
RISC-V processor

text

.globl getcycles
.align 2
getcycles:
csrr al, meycleh
csrr a0, mcycle
csrr a2, mceycleh
bne al, a2, getcycles
ret
.size getcycles,.—getcycles
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Table 8. Performance of arbitrary-precision
multiplication on RISC-V processor, timing is
measured in clock cycles

Bit length (4) This work
256-bit ~ 1,800 1,460
512-bit =~ 6,100 5,625
1024-bit - 21,857
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